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Searches of Cell Phones

Location Information
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Cross-Cutting Questions

* WHERE is the information from? How did the government get it?

« WHAT statutory or constitutional authority did the government

invoke?

« Is there a WARRANT or a clear warrant exception?

» Do you have EVERYTHING the government has access to or only a

report/summary?
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Searches of Cell Phones
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Riley v. California

+ 573 U.S. 373 (2014)
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Post-Riley Practices
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Cross-Cutting Questions

» WHERE is the information from? How did the government get it?

« WHAT statutory or constitutional authority did the government
invoke?

« Is there a WARRANT or a clear warrant exception?

» Do you have EVERYTHING the government has access to or only a
report/summary?
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Where is the data from?
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Carpenter v. United States

+ 138 S. Ct. 2206 (2018) m

Post-Carpenter Practices

 Narrow holding

* Broad reasoning
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Jones v. United States

+ 565 U.S. 400 (2012)

Post-Jones Cell Phone Tracking Issues

CELL-SITE SIMULATOR SURVEILLANCE

Cell-site simulators trick your phone into thinking they are base stations.

| w
Depending on the type of cell-site simulator in use, they can collect the follow-
ing information:

—— 1. identifying information about the device like International Mobile
Subscriber Identity (IMS1) number

——— 2. metadata about calls like who you are dialing and duration of call
3. intercept the content of SMS and voice calls

4. intercept data usage, such as websites visited
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Cross-Cutting Questions

» WHERE is the information from? How did the government get it?

« WHAT statutory or constitutional authority did the government
invoke?

« Is there a WARRANT or a clear warrant exception?

» Do you have EVERYTHING the government has access to or only a
report/summary?

Berkeley Law

Megan Graham

Clinical Supervising Attorney
Samuelson Law, Technology & Public Policy Clinic
UC Berkeley School of Law

mgraham@clinical.law.berkeley.edu

Berkeley Law

8/4/2021




